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W h a t ’s  i n c l u d e d  i n  t h i s  r e p o r t
O ur rep or t s of fer a wealth of market sizing , grow th , an d forec as t data along side engaging , in- depth analysis of the 

tren ds that mat ter.  Using our highly f lexible,  multidimensional mo del we provide f irms with rob us t ,  trus ted data to 

make informed decisions ab out s trategic inves tment s an d plan for the f uture.
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1R i s k  &  c y b e r s e c u r i t y  s e r v i c e s  s u m m a r y 

We estimate that the global risk & c ybersecurit y consulting was wor th almost $71bn in 

2020. Although grow th of 3% was signif icantly lower than the 9 % increase in 2019, this 

was still  strong evidence of the ex tent to which risk-related work has become not only 

an embedded feature of the business landscape but also an area of non-discretionar y 

expenditure. A s we pointed out in last year ’s repor t ,  client s’  at tempt s to cut back on risk-

related consulting in the spring were swif tly replaced by a recognition that ac tivities 

previously viewed as box-checking in fac t depended on deep-seated specialist skills .  Not 

ever y area of professional ser vices per formed so well:  Grow th of 3% should be seen as 

impressive against the backdrop of a market that shrank by 5% .  

Echoing what we saw elsewhere in the consulting market ,  grow th was strongest in pharma 

(up 3 0 %), but this is a small ,  highly specialised market ,  so we should be cautious about 

it s potential value to consulting f irms in the future. More interesting perhaps will  be the 

healthcare sec tor,  which we estimate grew 24% in 2020, as client s grappled with the need 

to redefine risk and to streng then their data privac y and c ybersecurit y at an unprecedented 

pace. This market is t wice as big as the pharma market; it  may only be around a tenth of the 

size of the f inancial ser vices market ,  but it  shares many of the qualities that have resulted 

in the lat ter being the engine of grow th in the past and is likely to be one of the most 

impor tant risk market s going for wards. Less positively,  the $28bn f inancial ser vices market 

grew in line with the overall  average: Unlike the f inancial crisis of 20 07- 0 8 , this more recent 

crisis won’t drive a new wave of banking regulation . 

A s the following pages demonstrate, however,  risk & c ybersecurit y consulting was a tale of 

t wo market s.  Risk consulting , which account s for 75% of this market shrank by 2% , while 

demand for c ybersecurit y consulting , fuelled by the rapid and far-reaching move to remote 

working , surged by 24% .  

O u r  d e f i n i t i o n  o f  r i s k  &  c y b e r s e c u r i t y 
c o n s u l t i n g 
Market definitions are notoriously problematic in the professional ser vices space. 

Unlike supermarket chains or banks, we can’t count produc t s on shelves or measure 

customer account ac tivit y.  For the purposes of this repor t ,  we’ve defined the global risk & 

c ybersecurit y market as including the following ser vices: ac tuarial;  c ybersecurit y; f inancial 

risk; governance & compliance; internal audit;  operational risk; programme risk; responding 

to risk and regulation; securit y ser vices; and third par t y assurance. O ur numbers 

include revenues from work that some firms would class as risk assurance (as opposed 

to risk consulting),  because these ser vices are either closely related to work around or 

adjacent to the f inancial audit or are designed to assure against ,  i .e . ,  pre-empt specif ic 

risks materialising. In line with the approach we’ve taken throughout our market trends 

programmes, our numbers exclude revenue from implementation .  
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1T h e  g l o b a l  r i s k  c o n s u l t i n g  m a r k e t 

The global risk consulting market was wor th $53bn in 2020, down 

2% on the previous year.  Although , as noted above, this was a 

comparatively strong showing during the most serious crisis ever in the 

professional ser vices sec tor,  per formance was uneven . 

Two se c tor s p er form e d e sp e cially well ,  p harma an d h ealth c are ,  

b oth of  w hich ha d b e en th e areas of  high e s t grow th p re -pan demic .  

In creasing reg ulation an d th e growing maturit y of  th e risk f un c tion 

in b oth se c tor s ,  agains t a  ba ckdrop of  rapid change s in te chn olog y 

an d working pat terns ,  saw rapid grow th ,  alb eit  in a  small ,  highly 

sp e cialise d par t  of  th e market—th e combin e d p harma an d h ealth c are 

market s a cco unt for jus t  8% of th e total  market .  T h e crisis  amplif ie d 

th e se tren ds ,  an d with re s o urce s fo cuse d on oth er,  m ore urgent areas ,  

p harma an d h ealth c are companie s n e e de d ex tensive ex ternal  sup p or t .  

T hat pat tern is  l ikely to contin u e for at  leas t th e n ex t thre e to fo ur 

year s ,  e sp e cially  in th e h ealth c are se c tor w h ere senior exe cutive s an d 

governm ent s are s tar ting to lo ok towards th e p os t- crisis  review of 

f uture re silien ce that will  in evitably b e n e e de d .   

Two se c tor s p er form e d e sp e cially ba dly—an d as a dire c t re sult  of  

th e pan demic .  T h e ser vice s se c tor (w hich in o ur def inition in clu de s 

transp or tation)  an d en erg y & re s o urce s were b oth ba dly hit  by th e 

crisis ,  m eaning that organisations ha d to cut ba ck on ex ternal  work 

that wo uld ,  in n ormal tim e s ,  have b e en considere d n on- dis cretionar y.  

For en erg y companie s ,  th e situation was exa cerbate d by a f all  in  

oil  p rice s ,  p ushing th e se organisations ba ck into th e cos t- cut ting 

m o de of  seven year s ago,  w h en p rice s las t  plumm ete d .  For th e 

ser vice s se c tor,  th e situation was unp re ce dente d:  S om e client s we 

sp oke to las t  year de s crib e d h ow th ey ’d ha d to win d up s wath e s of  

th eir  op erations .  It  co uld have b e en wor se ,  h owever.  Many ch ose to 

o ut s o urce par t s of  s om e f un c tions ,  rath er than re s tr u c ture ,  in th e 

b elief  that ,  w h en th eir  market re covere d ,  th ere wo uld b e a surge in 

p ent-up consum er deman d .  B oth of  th ose s trategie s ma de th emselve s 

felt  in th e risk market in th e ser vice s se c tor,  with organisations 

force d to c an cel  alm os t all  ex ternal  sup p or t ,  except th e bare 

minim um of h elp aro un d reg ulator y complian ce ,  w hich th ey didn’t  

have th e c apa cit y to do th emselve s .   

Bet ween these best and worst-per forming areas,  there were three 

sectors in which performance was mixed, largely because the impact of 

the crisis was itself mixed. 

Two  se c tors 
p er form e d 
e sp e cially  well , 
p harma  an d 
h ealth c are ,  b oth  of 
which  ha d  b e en  th e 
areas  of  high e s t 
grow th  p re-
pan demic .
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We e s timate that th e c y b er se curit y consulting market (w hich 

exclu de s implem entation-relate d work)  was wor th alm os t $18 b n in 

2 02 0 .  A lth o ugh c y b er se curit y is  a  world wide con cern ,  45% of this  

market is  con centrate d in N or th A m eric a ,  par tly b e c a use in th e 

pas t it ’s  b e en closely tie d to th e f inan cial  ser vice s se c tor—w hich 

s till  a cco unt s for 23 % of th e global  market an d is  it self  h eavily 

con centrate d in th e US .  

Cons tant wave s of  n ew c y b er threat s m eans that this  market has 

se en high er-than-average grow th rate s in th e pas t ,  with 2 019 ’s 

11% expansion b eing n o exception .  M ore over,  at  th e h eight of  th e 

pan demic in 2 02 0 ,  this  was als o a market that saw exceptional  

grow th—o ur e s timate is  that th e grow th rate do uble d to 24% . T h e 

reas ons for this  are obvio us .  T h e mass m ove of  b usin e ss to rem ote 

work ,  th e b o om in onlin e sh op ping an d h om e deliver y,  th e n e e d for 

s om e organisations to share data with par tn er organisations an d for 

oth er s to massively s tep up th e level  of  p rote c tion th ey ap plie d to 

p rivate data ,  all  contrib ute d to a h uge a cceleration in th e a doption 

of  n ew c yb er se curit y s of t ware ,  p ro ce sse s ,  an d p roto cols .  S om e of  

th e se were retrof it te d ,  de sign e d to cover p roblems that ha d arisen 

w h en th e crisis  was at  it s  m os t cha otic an d only identif ie d as s om e 

degre e of  n ormalc y b egan to return .  Simply p ut ,  o ur n umb er s in dic ate 

that t wo year s’  wor th of  n ew c y b er se curit y work was pa cke d into a 

single c alen dar year.  N o won der f irms tell  us that th eir  c y b er se curit y 

p ra c tice s have n ever b e en b usier.   

From a regional  p oint of  view,  th e 2 02 0 grow th rate s are relatively 

consis tent .  From 21% in Europ e an d th e Mid dle Eas t ,  w h ere p rior 

inve s tm ent in this  spa ce m eant that client s were comparatively 

well-p rote c te d ,  to 26% in th e relatively small  an d immature Af ric an 

market ,  w h ere th e shif t  to vir tual  working an d living s tar te d f rom 

a lower base .  B ut at  th e oth er en d of  th e sp e c tr um , th e mature an d 

well-p repare d N or th A m eric an market als o ha d s trong grow th of  26% ,  

refle c tive of  th e size of  th e f inan cial  ser vice s market in this  region .  

T h e Af ric an market may b e playing c atch-up,  b ut th e target it ’s  aiming 

for is  als o m oving .   

Un der s tan dably,  th ere’s  m ore variation from a se c tor p oint of  view.  

G row th was high e s t in p harma ,  up to an ex tra ordinar y 56% in 2 02 0 ,  

f rom 19 % th e year b efore .  It ’s  a  relatively small  market ,  wor th jus t  

$ 42 5m in 2 02 0 we e s timate ,  e quivalent to jus t  2 % of th e global  

total ,  so small  changes in actual  terms can result  in eye-popping 

percentages.  

T h e  g l o b a l  c y b e r s e c u r i t y  c o n s u l t i n g 

m a r k e t

Cons tant  wave s 
of  n ew  c yb er 
threat s  m eans  that 
this  market  has 
se en  high er-than-
average  grow th 
rate s  in  th e  pas t , 
with  2019 ’s  11% 
expansion  b eing  n o 
exception . 
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2
In light of the pandemic ,  rethinking risk and resilience is the 

second most impor tant business priorit y globally.  For t y percent 

of organisations say it ’s one of their top three priorities,  and 

only ensuring cash flow and capital ef f icienc y is more impor tant . 

G eographies var y, from 55% of client s in Australia saying this is one of 

their top three priorities to 25% in Africa .  

In the US and UK—the most developed risk ser vices market in the 

world and the focus of this repor t—the propor tion is 37% and 39 % , 

respec tively.  In these market s,  and as a direc t result of the crisis , 

more time and ef for t are being invested in risk,  decisions about risk 

are being accelerated, and organisations have become more aware 

of the need to use technolog y ef fec tively.  US organisations were 

signif icantly more likely to say that the crisis has made them aware of 

how much more they need to invest in technolog y (6 0 % to 37% in the 

UK )—fur ther evidence, if  any were needed, of US executives’  view that 

technolog y is an almost universal panacea . L arge and upper-mid-sized 

organisations have had similar reac tions to the crisis ,  but the lat ter are 

more likely to say that decision-making is faster (6 4% to 45%) and that 

more, dif ferent func tions are now involved in risk-related ac tivities 

(51% to 4 0 %). 

Australia France South
East Asia

China & 
Hong Kong

GCC UK DACH Nordics US Japan South
America

Africa

55%

48% 46% 45%
42%

39% 38% 38% 37%
34% 32%

25%

T h e  c l i e n t  p e r s p e c t i v e :  R i s k  w i t h i n 

t h e  c l i e n t  o r g a n i s a t i o n 

T h e  p a n d e m i c  h a s  c h a n g e d  a t t i t u d e s  t o  r i s k

US  organisations 
were  signif ic antly 
m ore  likely  to  say 
that  th e  crisis  has 
ma de  th em  aware 
of  h ow  much  m ore 
th ey  n e e d  to  inve s t 
in  te chn olog y  (6 0 % 
to  37 %  in  th e  UK ).

The propor tion of client s who say that rethinking risk and resilience is one of their organisation’s top 

three priorities. 

Figure 12
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How, if  at all ,  has the pandemic changed your organisation’s at titude to risk? 

Figure 13

Increased the time, effort,  and money
we invest in risk-related issues

Speeded up the way we make
decisions on risk-related issues

Highlighted how much more we
need to invest in technology

More, different  functions are now
involved in risk-related initiatives

Made us more cautious

We’re trying to make risk more than
just a box-ticking exercise

We’re spending more time planning for existential
threats and potential black swan events

It has not changed our attitude to risk

63%

59%

52%

48%

37%

28%

19%

1%

W h a t ’s  a b s o r b i n g  m a n a g e m e n t  t i m e ? 

Two t ypes of risk stand out: c ybersecurit y and f inancial risk . 

Neither is a surprise: Cybersecurit y has topped the risk agenda in almost all  research we’ve 

carried out in the last f ive years,  a testimony to the constant state of anxiet y felt at the 

highest levels in organisations.  That anxiet y is now being reinforced by a constant stream 

of high-profile c yber and now—increasingly—ransomware at tacks,  such as those on the 

Colonial Pipeline in the US and the health ser vice in the Republic of Ireland, both in May 

2021 . Interest in f inancial risk,  of course, is the inevitable consequence of the economic 

impac t of the pandemic .  That f inancial risk is ac tually more of a concern than c ybersecurit y 

in the US (58% to 47%) demonstrates just how serious that impac t has been .  

Upper-mid-tier organisations are scrambling to catch up with the investment already made 

by large business.  Six t y-three percent of client s in upper-mid-sized organisations said 

c ybersecurit y was one of their top three risks,  compared to 50 % in large organisations. 
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3I n s i g h t s  f r o m  c o n s u l t a n t s

I n t e r v i e w s  w i t h  c o n s u l t i n g  l e a d e r s

At S ource, we have always believed that the only way to truly 

understand a consulting market is to have real conversations with the 

consultant s who are on the ground working in that market ,  ser ving 

their client s day in and day out .  Below, you’ll  f ind condensed versions 

of our most recent discussions with risk & c ybersecurit y consultant s, 

as they reflec t on 2021 , telling us how the previously unimaginable 

event s of 2020 are reshaping the market ,  and in the case of a few 

brave souls ,  venturing a guess as to what comes nex t .

REPORT EXTRACT: non-exclusively licensed for internal use only



The Global Risk & Cyb ersecurit y ser vices market in 2021

Content s

51© S o urce Info rmatio n S er v ice s Ltd 2 0 21

N i c h o l a s  B a h r,  O p e r a t i o n a l  R i s k ,  S a f e t y,  a n d  R e s i l i e n c e 
G l o b a l  L e a d e r,  D u P o n t  S u s t a i n a b l e  S o l u t i o n s 

In a nut shell ,  how have the last 6 to 12 months 

been for the risk market?      

I ' ve b e e n in th e risk b usin e ss f o r m o re tha n 35 yea r s , 

a n d I ' ve n eve r s e e n a ny thin g l ike w hat 's  ha p p e n e d . 

We're at  a n inf l exio n p oint w h e re o ur risk p rof il e is 

c ha n gin g .  F ir s t ,  i f  yo u l o o k at  r isk a c ro ss th e 2 0 th 

ce ntur y,  yo u n otice that we' ve s ol ve d o ur c hall e n ge s 

th ro u g h sil o e d ve r tic al  s olutio n s ,  b ut we c a n' t  us e that 

a p p roa c h a ny m o re .  T h e p a n d e mic ha s d e m o n s trate d 

h ow we all  im p a c t o n e a n oth e r,  w h eth e r we re co g nis e 

it  o r  n ot .

S econ d, E S G an d sus tainabilit y are recognised as 

much more serious impac t fac tors in the risk market 

than b efore, par ticularly in the c arb on , oil ,  an d gas 

in dus tries .  Jus t in the las t week of May this year 

ex tremely imp or tant changes occured at E x xonM obil 

(shareholder ac tivities forcing sus tainabilit y 

representation on the Board),  Chevron (also ha d their 

shareholder global climate change ac tivitis t s reb el), 

an d S hell  (told to implement sus tainabilit y programs  

globally).  Ever yone is b ecoming more aware of E S G , 

an d this is pressing an d accelerating that inflexion 

p oint .  Third, we are seeing that the p ublic is much less 

tolerant of impac t s from natural disas ters ,  accident s 

or c yb er at tacks .  We c an see this in jus t the pas t few 

weeks: There have b een f ires in S outhern Europ e, heat 

domes in the US , an d flo o ding in G ermany an d China . 

Cyb er resilienc y is also rapidly esc alating , what we 

saw  with the US Colonial Pip eline c yb er at tack is a 

ver y p ublic example, b ut similar at tacks are quietly  

happ ening all  over the world .  W ith all  three of these 

fac tors at play concurrently,  there's massive pressure 

on b usinesses to consider scenarios they haven' t ha d to 

consider b efore.

What do you think will  happen to the market in 

the upcoming years?   

I 'm convinced we'll  see massive changes in the risk 

in dus tr y over the nex t couple years .  These pressures 

are going to create a lot of market volatilit y,  for b et ter 

or worse. The main ques tion is what companies are 

going to do ab out it .  Cyb er securit y is clearly imp or tant 

b ec ause p eople are hiring securit y exp er t s to tr y 

to solve it .  S ome of that will  b e internal ,  although 

mos t companies will  have hire signif ic ant out side 

help.  But the dec arb onisation asp ec t is something 

that p eople don' t know how to manage yet .  The 

sus tainabilit yin dus tr y is in f lux ,  b ec ause it 's s till  a 

young in dus tr y—ver y much in diap ers compared to 

other risk areas that have b een aroun d for hun dreds 

or thousan ds of years .  Consultancies clearly see it  as 

imp or tant b ec ause they are all  b uying up sus tainabilit y 

companies .  Even our f irm has acquired key E S G asset s . 

I  c an confidently say it 's an immature market b ec ause 

p eople aren' t yet seeing their sus tainabilit y profile as 

an opp or tunit y rather than as a cos t centre. Right now 

much of the E S G in dus tr y is s till  focused on rep or ting 

an d compliance. This is the same thing I  saw in safet y 

risk 4 0 years ago.

Is it  ef fec tively a tipping point where enough 

critical mass will  move sustainabilit y for ward? 

Global climate change is simultaneously happ ening 

in multiple par t s of the world,  which will  c ause this 

inflexion p oint to come un der increasing s tress over the 

nex t couple of years .  For example, b ec ause sea levels 

are rising quickly,  b usinesses are going to have to s tar t 

thinking ab out whether they c an b uild fac tories in the 

same lowlan ds they might have used b efore, b ec ause 

that area is now more prone to f lo o ding . I  don' t think 

that concern will  s top a fac tor y b eing b uilt ,  b ut it  does 

mean that longer-term climate considerations will 

s tar t to b e taken into account .  M os t companies aren' t 

currently accus tomed to lo oking ahea d 25 or 50 years 

from a climate p ersp ec tive. E sp ecially in the oil ,  gas , 

an d c arb on in dus tries ,  a critic al mass of companies 

could make this change. All  these fac tors coming into 

play at the same time means it 's hard to visualise the 

f uture—we're in the middle of his tor y right now. But I 

feel s trongly this inflexion p oint will  happ en b ec ause 

current risk op erations aren' t sus tainable.  W hat will 

siginfic antly impac t this tipping p oint is once companies 

s tar t truly lo oking at how to implement the circular 

economy in their complete value chain—taking a more 

holis tic approach to E S G an d not p oint solutions like 

jus t dec arb onisation or jus t b et ter water management .

A s we enter this age of continuous crises,  what 

are the implications for companies? 

It 's true—crises are going to accelerate rather than 

diminish . A n d the nex t will  b e more harsh than the 

previous . This is the third coronavirus ,  af ter SARS 

an d MERS , b ut it  is the f irs t global pan demic in a 

hun dred years .  It 's proved to us that we mus t b e 

prepared for the unforeseeable.  Climate change it self 

isn' t that unforeseeable,  b ut with b usiness an d social 

interconnec tivit y,  this means pan demic s will  rise much 

fas ter.

Pan demic s are grey an d vague, creating a melded 

resp onse an d recover y. This lack of b eginning an d en d, 

an d the unfor tunate reoccurrences of the virus ,  throws 

companies of f.  Their emergenc y plans were all  ab out 

shor t f inance emergencies ,  like a f ire,  ear th quake, 
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hurric ane, or t sunami.  I  run an annual global executive 

sur vey, an d the result s of our up coming one will  show 

that b usinesses are to o lean an d clearly weren' t well 

prepared for Covid-19. Companies have overly cut 

to the b one an d have ma de redun dancies p urely for 

ef f icienc y without considering how this might af fec t 

their abilit y to manage in dif ferent scenarios .  They 

mus t decide how to optimise an d b e smar t ab out b eing 

lean . W hat companies need to b et ter ar ticulate in their 

b usiness is taking a “smar t ” lean approach .

How can companies drive this innovation in 

being lean? 

Lo oking at the current space, this kin d of innovation 

simply doesn' t exis t ,  so we have to invent it .  In the 20 th 

centur y, we did great thing s in biotech an d comp uting , 

by solving problems in that closed-b ox , ver tic al way. 

But now that risks are more commonly transnational , 

we don' t have problems that c an b e easily solved by 

a single entit y.  S omething like a pan demic c an' t b e 

f ixed by the p ure will  of a government , communit y, 

or in dividual .  We're in a new era in which the wave is 

b uilding even as the riptide is p ulling us inside of it , 

so we don' t know how large the t sunami will  b e.  We'll 

know af ter wards , b ut it 'll  b e to o late.

Clearly the pan demic taught ever yone that digital is 

the enabler in the innovation sphere. The mos t common 

phrase I 've heard from companies is ,  “I  wish I 'd digitised 

earlier so I  could have taken more a dvantage of it .” 

S o, we've inves ted heavily in digital as an imp or tant 

enabler,  b ut it 's not the solution it self.  The success 

fac tor will  b e how we mentally innovate, learning to 

b e more op en-min ded an d in harmony together.  We 

have to change our min dset ab out the p erception an d 

management of risk .

Does the competition for resources make people 

less willing to cooperate? 

We don' t have that S oviet-versus-A meric a bip olar world 

now; it  blew out a couple of dec a des ago. In fac t ,  we 

don' t even have a multip olar world now, as so much 

has b ecome conv ulsed an d turb ulent .  G eop olitic s has 

always b een there, b ut it 's more fragile an d in f lux 

now, b ec ause we are hyp er interconnec ted yet global 

supply chains are more fragile .  Jus t lo ok at when that 

ship blocked the S uez Canal an d temp orarily impac ted 

the global G DP, or the way a climate event in the U. S 

like a large sc ale hurric ane c an impac t the price of gas 

at the p ump. Companies mus t b e aware of their supply 

chain geop olitic s b ec ause there are a lot of tensions 

an d s tresses ,  par ticularly in A sia .  In dia's “Make in In dia” 

initiative means it  is resurging as a major origination 

hub to comp ete with China . Future comp etition 

b et ween those t wo countries will  b e much s tronger.  I 

also frequently hear companies in Europ e an d N or th 

an d S outh A meric a debating whether to re-shore or 

continue to source from far away.

How will  this change the consulting landscape 

for companies like D uPont Sustainable 

Solutions? 

The general management consultanc y approaches 

haven' t changed much over the las t 50 years .  But I  think 

b ec ause of the inflexion p oint ,  there's going to b e a 

total reshap e. O ur in dus tr y is evolving an d maturing , 

an d I  think in a few years it 'll  b e totally unrecognisable. 

There'll  b e fewer p eople in the consulting in dus tr y 

b ec ause it  will  b ecome more digitised an d ef f icient . 

The consultant s themselves will  have to change their 

mo dus op eran di to b ecome more digitally comp etent 

an d innovative.

We're also seeing a more holis tic ,  rather than 

bif urc ated, approach to solutions ,  b ec ause the 

problems are to o complex to have Ban d-Aids s tacked on 

top of one another.  Before, you could solve a problem 

based on how a corp oration , government , or p ublic 

organisation might reac t .  N ow, you have to lo ok at a 

multi-faceted solution that the company could drive 

b ut won' t necessarily own . There is also an increase in 

unpredic tabilit y b ec ause one c an' t always foresee the 

impac t of geop olitic al situations or sus tainabilit y risks 

on long global supply chains .  This will  c ause anxiet y 

b ec ause the sphere of control has b ecome rigid yet risks 

seem infinite an d uncontrollable.  S o, when I 'm hired, I 

have to help companies view problems dif ferently.  We 

have to b e agile an d apply all  the lessons we've learned 

during the pan demic to drive this new thinking for ward .
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5A b o u t  t h i s  r e p o r t 

M e t h o d o l o g y

S o u r c e s

US dollar to British p oun d US$1 = £0 .78

US dollar to euro US$1 = € 0 . 87

Megamodel: our global data model

The quantitative market data in this repor t comes 

from our unique model of the global professional 

ser vices market . 

Rather than making high-level assumptions, this 

model has been built from the bot tom up, sizing 

the market capabilit y by capabilit y—assessing 

how much work a f irm earns delivering each 

professional capabilit y within each sec tor and 

countr y. This result s in a robust view of the size 

of the supply-side market ,  which can then be 

broken down to view the size of the market by 

countr y, sec tor,  line of business,  capabilities,  and 

market segment s. 

This year ’s model has been expanded, with a new 

capabilit y taxonomy and a much broader range 

of professional ser vices f irms included—all  of 

which reflec t s convergence and other changes 

we see in the industr y.  For the purposes of this 

repor t we’ve focused on t ypes of f irm and market 

segment s that broadly equate to traditional 

definitions of consulting. A s a result of these 

changes to our methodolog y, there are changes 

to our market sizing data ,  which take into account 

that conventional consulting f irms now compete 

in many non-consulting market s—in essence that 

their addressable market is larger.  Historic data 

has been restated to match our new definitions, 

but the inclusion of new t ypes of f irm and 

additional ser vices may also have an impac t on 

grow th rates. 

Alongside this market segmentation , we also 

limit our market sizing and analysis to what we 

at S ource call  “big consulting”—work done by mid 

and large-sized f irms (those with more than 50 

people).  Please note that we don’t track the long , 

thin tail  of work done by contrac tors and ver y 

small  f irms, as most readers of this repor t would 

not seek or be able to compete in this par t of the 

market . 

All  of the data in the model is calibrated through 

ex tensive inter views with , and sur veys of, 

professional ser vices f irms and their client s, 

allowing us to discuss broader trends in the 

market alongside detailed dimensions such as 

headcount .  These inter views and sur veys are 

supplemented with desk research , which allows 

us to assess the impac t of wider macroeconomic 

trends on professional ser vices.  This ,  combined 

with our detailed modelling ,  result s in a long-term 

view of the market that is able to suppor t both 

historic and forecast data . 

All  f igures given in this repor t are in US dollars. 

For reference, S ource is using the following 

exchange rates in it s repor t s this year: 
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Client perspec tive

We carr y out a client sur vey to help us build a 

rich pic ture of how dif ferent trends in risk & 

c ybersecurit y are af fec ting client s’  organisations 

and their use of consulting. For this ,  we sur veyed 

10 0 senior client s of risk & c ybersecurit y f irms, 

all  of whom work in organisations with more 

than 50 0 employees. This sur vey focuses on the 

following areas:   

	- How they expec t to use consultant s during 

2021 and the f irst half of 2022

	- Fac tors that af fec t the way client s work with 

risk & c ybersecurit y consulting f irms

	- The ways consulting f irms market themselves 

to client s and the impac t this has on client 

decision-making

Respondent s by sec tor

Figure 52

Finan cial ser vice s
Te chn olog y, m e dia ,  an d tele coms
En erg y & re so urce s
Retail
Man uf a c turing
H ealth c are
S er vice s
Pharma & biote ch
Public se c tor

3 4%

17 %

14%

1 2 % 11%

5% 4%

3 %

1%
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Inter views with senior consultant s

In addition to our quantitative research , 

we inter viewed 12 ver y senior risk ser vices 

professionals (t ypically the most senior person 

in their countr y) from most of the leading risk 

ser vices f irms and many smaller local specialist s 

to understand more about how the market is 

per forming and the major trends, changes, and 

challenges that risk ser vices professionals and 

their client s face. Throughout the year,  S ource 

analyst s remain plug ged into the global risk 

& c ybersecurit y ser vices market through our 

bespoke research and projec t s,  adding fur ther 

depth to our understanding of the industr y.    

In-depth desk research

We also conduc ted a thorough PE S T analysis on 

risk & c ybersecurit y that drills down into f iner 

macroeconomic details on a holistic and sec tor-

by-sec tor basis and allows us to f it  our research 

into a wider macroeconomic pic ture.

Definitions of sec tors and market segment s 

O ur definition of management consulting 

includes a broad range of business advisor y 

ser vices,  but excludes: 

	- tax advisor y

	- audit

	- the implementation of IT systems

	- the deliver y of out sourced/of fshored ser vices

	- HR compensation / benefit s administration and 

technolog y

Where mergers and acquisitions work is 

concerned, consulting on deals is included (under 

strateg y),  but corporate f inance fees on deals 

themselves are generally not included, although it 

is not always straight for ward to separate the t wo. 

For more information about how we classif y 

consulting ser vices and sec tors,  please see 

“Definitions of sec tors and market segment s”.

Respondent s by organisation size Respondent s by func tion

Figure 53 Figure 54

73 %

32 %

27 %

26%

17 %

17 %

4%

3 % 2 %

1 , 0 0 0 - 4 ,999 employe e s
5 , 0 0 0 + employe e s

Risk
Finan ce
IT
G en eral managem ent /CEO
Reg ulator y complian ce
Data & information managem ent
O p erations (e . g . ,  sup ply chain)
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Pharma & biotech	
Includes research into an d the pro duc tion of 
drug s ,  biologic al pro duc t s ,  medicinal chemic als , 
an d life sciences . 

Healthcare
Includes private an d p ublicly-f un ded healthc are, 
hospitals ,  lab oratories ,  an d medic al equipment . 

Public sec tor
G overnment
Includes federal/national ,  s tate /regional ,  loc al 
government , emergenc y ser vices ,  jus tice,  social  
ser vices ,  p ublic transp or t ,  an d conser vation . 

Educ ation
Includes p ublic an d private scho ols ,  universities ,  
an d libraries .

Defence
Includes national securit y an d consulting aroun d 
defence issues . 

Not for profit
Includes non- commercial research 
organisations ,  religious ,  p olitic al an d 
professional memb ership organisations ,  trus t s , 
lab our unions , an d b usiness associations .

Retail
Includes the selling of clothes ,  fo o d, consumer 
go o ds , an d automobiles . 

Ser vices
Logis tic s
Includes warehousing , s torage, packing an d  
crating , an d dis trib ution including c argo, freight , 
an d haulage. 

Business ser vices
Includes ser vices relating to law, accountanc y, 
IT maintenance, securit y s ys tems , a dver tising , 
employment agencies ,  an d vehicle leasing . 

Leisure
Includes museums , ar t galleries ,  theatre, golf 
courses ,  hotels ,  hospitalit y,  travel agencies , 
res taurant s ,  an d bars . 

Real es tate
Includes es tate agencies an d op erators of  
residential an d commercial b uilding s .

Transp or tation
Includes private an d p eople-related 
transp or tation , including airlines ,  airp or t 
management , train op erators ,  rail  infras truc ture 
management , water transp or tation , courier 
ser vices ,  an d private b us ser vices . 

Technolog y, media & telecoms
Telecoms
Includes telephone, mobile,  digital ,  an d other 
communic ation ser vices . 

High-tech
Includes IT-related devices ,  comp uter an d comp uter-
related devices ,  audio an d video equipment , 
broa dc as ting an d communic ation equipment .

Media
Includes ra dio,  television , an d digital broa dc as ting 
s tations an d ser vices as well  as printing an d 
p ublishing of newspap ers ,  p erio dic als ,  an d b o oks .

Energ y & resources	
Energ y	
Includes the exploration an d pro duc tion 
of energ y, including oil ,  gas ,  coal ,  an d 
renewables .

Utilities
Includes the deliver y of elec tricit y,  gas , 
water,  sanitation , an d other related 
ser vices .

Primar y resources
Includes agriculture, chemic als an d 
chemic al pro duc t s ,  commo dities ,  fores tr y, 
f ishing , metals ,  mining , an d plas tic s . 

Financial ser vices
Banking
Includes retail  banking , commercial 
banking , an d len ding .

Insurance
Includes general insurance (e . g . ,  motor, 
home, p et s ,  health—any thing on an annual 
contrac t),  life insurance, p ension pro duc t s , 
an d retirement planning . 

Private equit y
Includes b oth consulting work for private 
equit y f irms an d consulting work with 
private equit y p or t folio b usinesses . 

Capital market s
Includes inves tment banking , tra ding of 
s tocks an d f inancial pro duc t s ,  corp orate 
f inance, an d broking . 

Inves tment an d wealth management
Includes private banking , high net-wor th 
banking , inves tment management , trus t 
f un ds , the management of p ension f un ds , 
an d asset management . 

Manufac turing
Aerospace
Includes space research an d technolog y, 
the manufac ture of aircraf t ,  aircraf t par t s , 
rocket s an d other space equipment , an d 
tanks an d ammunition . 

Automotive
Includes the manufac ture of motor vehicles , 
in dus trial  vehicles ,  an d vehicle supplies an d 
par t s . 

Cons truc tion
Includes sur veying , architec tural ,  an d 
engineering ser vices ,  heav y cons truc tion , 
house b uilding , an d the b uilding of 
infras truc ture. 

Consumer packaged goods
Includes the manufac ture of clothes , 
fo o ds , alcohol ,  tobacco, f urniture, home 
f urnishing s ,  cleaning pro duc t s ,  small  arms , 
children’s toys ,  an d sp or t s equipment . 

Consumer an d in dus trial elec tronic s 
Includes elec tric al comp onent s ,  household 
an d in dus trial  appliances ,  commercial an d 
professional equipment . 

In dus trial produc t s
Includes in dus trial  machiner y, s teel an d 
metal pro duc t s ,  an d plas tic pro duc t s . 

D e f i n i t i o n s  o f  s e c t o r s  a n d  s e r v i c e s 
S e c t o r s
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Cybersecurit y 
The protec tion of an organisation’s s ys tems , 
data ,  an d net works agains t c yb er threat s . , 
including the b uilding of internal s ys tems , 
processes ,  an d controls to provide resilience 
an d securit y from c yb er threat s .

Ac tuarial
Financial an d s tatis tic al mo delling to assess 
risk an d identif y the likeliho o d of risks 
occurring . It  includes a dvisor y work such as 
providing a dvice on risk measurement an d 
mo delling techniques . 

Financial risk 
Identif ying , assessing , mo delling , 
monitoring , an d managing risk associated 
with the management of an enterprise's 
holding s—ranging from money market 
ins trument s through to equities tra ding . It 
includes risk associated with an enterprise's 
abilit y to conver t an asset or securit y into 
c ash to prevent a loss .

Governance, risk, and compliance 
H elping client s b uild a risk-resilient 
organisation as a whole,  via the b et ter 
identif ic ation , measurement , an d mitigation 
of risk; helping client s design an d implement 
their internal control environment across 
the organisation .

Internal audit
D esigning , b uilding , an d running internal 
audit teams , including risk assessment , 
planning an d execution .

Operational risk
Identif ying , assessing , mo delling , 
monitoring , an d managing op erational risks .

Programme risk
Identif ying , assessing , mo delling , 
monitoring , an d managing programme risks .   

Responding to risk and regulation
A nticipating an d a dapting to regulator y 
change in order to achieve a cos t- ef fec tive 
balance b et ween compliance an d risk .

Securit y ser vices 
Providing a dvice an d technolog y solutions 
to develop the c apabilit y to manage an d 
mitigate securit y risks .

Third-par t y assurance
A ssessing an d evaluating ex ternal suppliers , 
par tners ,  an d procurement processes from 
a risk s tan dp oint;  including supply chain 
risk assessment; contrac t review, an d 
compliance.

S e r v i c e s

For the purposes of this repor t ,  we’ve categorised the risk & c ybersecurit y ser vices market into 

sub-ser vices that span the f inancial ,  operational,  and technological aspec t s of a business.  S ome sub-

ser vices,  notably c ybersecurit y and regulator y-driven work, play a major role in the overall  market 

and feature heavily in this repor t .  However, when sizing the risk & c ybersecurit y ser vices market as 

a whole,  we’ve also included smaller,  more specialised sub-ser vices,  such as securit y and ac tuarial . 

Please note that ,  while insurance is a form of risk management , we’ve not included insurance ser vices 

within the scope of this repor t .
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C o n t r i b u t o r s

Name	 Job title	 Organisation

Nicholas Bahr	 Operational Risk,  Safet y,  and Resilience 	 D uPont Sustainable S olutions 

	 Global Leader	

Rui J.  Bastos	 Global Risk Management Par tner and EMEIA 	 E Y 

	 Risk Market s Leader	

Nigel Burbidge	 Par tner,  Risk and Advisor y S er vices Global Chair	 BDO

Jennifer Chew	 Par tner,  TC S Consulting & S er vices Integration	 Tata Consulting S er vices

Terr y Jost	 Managing Direc tor and Global S ecurit y and 	 Protiviti 

	 Privac y S egment Leader	

Siobhan MacDermot t	 Global Managing Par tner,  Risk & Cyber Strateg y	 Tata Consulting S er vices

Andrew McPherson	 Global Head of GRC and Internal Audit	 P w C

Mat thew Moore	 Managing Direc tor and Global Leader,  Risk and 	 Protiviti 

	 Compliance Prac tice	

Rober t S calise	 Par tner at C&SI Risk & Cyber Strateg y Prac tice	 Tata Consulting S er vices

Akhilesh Tuteja	 Head of Management Consulting , KPMG in India	 KPMG

Michael Versace	 Global Analyst Relations	 P w C

We are ex tremely grateful to all  the people we spoke to for making this repor t possible.  Below is a list 

of individuals who have contributed (excluding those consultant s who wished to remain anonymous). 
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A b o u t  t h e  a u t h o r s

Fiona  Czerniawska

A Co-founder and Managing Direc tor of S ource, Fiona is one of the world’s leading 

commentators on the management consulting industr y.  Since founding S ource in 20 07, she 

has been bringing this exper tise to bear on our client s’  most pressing strategic projec t s and 

business issues.  Fiona has published a dozen books on consulting topic s,  including t wo for The 

Economist:  Business Consulting:  A Guide to How it  Works and How to Make it  Work  and Buying 

Professional Ser vices . 

She has more than 20 years’  experience as a management consultant ,  working primarily in the 

areas of marketing and strateg y. She was previously in charge of strategic planning for E Y in 

the UK and has worked in the consulting prac tice of P w C . Fiona also has a PhD in 17th-centur y 

French ar t and lives in hope that it  will  be of prac tical use in business someday.

Fiona Czerniawska

f ionac z@ sourceglobalresearch .com
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A  p o w e r f u l  r e s e a r c h  t o o l  t h a t  a l l o w s  s u b s c r i b e r s  t o  ke e p  u p  t o  d a t e  w i t h  t h e  

l a t e s t  c o n t e n t  b e i n g  p r o d u c e d  a n d  m a x i m i s e  t h e i r  r e t u r n  o n  i n v e s t m e n t . 

A  s e r i e s  o f  r e p o r t s  t h a t  a n a l y s e  t h e  q u a l i t y  a n d  e f f e c t i v e n e s s  o f  t h o u g h t 

l e a d e r s h i p  a r e  p u b l i s h e d  t h r o u g h o u t  t h e  y e a r.

P r o g r a m m e  s c h e d u l e  f o r  2 0 2 1

W h i t e 

S p a c e

P l e a s e  n o t e  t h a t  w i t h  t h e  p u r c h a s e  o f  a l l  M a r ke t  Tr e n d s  r e p o r t s  i n  2 0 2 1 ,  y o u  w i l l  a l s o  g a i n  a c c e s s  t o  a  m o n t h l y  v i d e o 

s u m m a r y  o n  t h e  g l o b a l  m a r ke t ,  p r e s e n t e d  b y  F i o n a  C z e r n i a w s k a .

A  p o w e r f u l  r e s e a r c h  t o o l  t h a t  a l l o w s  s u b s c r i b e r s  t o  ke e p  u p  t o  d a t e  w i t h  t h e  

l a t e s t  c o n t e n t  b e i n g  p r o d u c e d  a n d  m a x i m i s e  t h e i r  r e t u r n  o n  i n v e s t m e n t . 

A  s e r i e s  o f  r e p o r t s  t h a t  a n a l y s e  t h e  q u a l i t y  a n d  e f f e c t i v e n e s s  o f  t h o u g h t 

l e a d e r s h i p  a r e  p u b l i s h e d  t h r o u g h o u t  t h e  y e a r.

P r o g r a m m e  s c h e d u l e  f o r  2 0 2 1

W h i t e 
S p a c e

P l e a s e  n o t e  t h a t  w i t h  t h e  p u r c h a s e  o f  a l l  M a r ke t  Tr e n d s  r e p o r t s  i n  2 0 2 1 ,  y o u  w i l l  a l s o  g a i n  a c c e s s  t o  a  m o n t h l y  v i d e o 

s u m m a r y  o n  t h e  g l o b a l  m a r ke t ,  p r e s e n t e d  b y  F i o n a  C z e r n i a w s k a .

R e p o r t s 
2 0 2 1

M a r ke t  Tr e n d s  
P r o g r a m m e

C l i e n t  P e r c e p t i o n 
S t u d i e s

E m e r g i n g  Tr e n d s 
P r o g r a m m e
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