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Risk & c ybersecurit y

O ur  re p o r t s  of f e r  a  we alth  of  ma rket  sizin g ,  g row th ,  a n d  f o re c a s t  dat a  al o n g si d e  e n g a gin g , 

in - d e p th  a nal y sis  of  th e  tre n ds  that  mat te r.

O ur  hig hl y  f l e xib l e ,  m ulti dim e n sio nal  m o d el  p rov i d e s  f ir m s  w ith  ro b u s t ,  tr u s te d  dat a  to 

ma ke  inf o r m e d  d e cisio n s  a b o u t  s trate gic  inve s tm e nt s  a n d  p la n  f o r  th e  f u ture .

The Global Risk & Cyb ersecurit y S er vices Market in 2020 
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2018–2020

H o w  w e  c a n  h e l p  y o u r  f i r m  t o  d e a l  w i t h  w h a t ’s 

h a p p e n i n g  n o w  a n d  p r e p a r e  f o r  w h a t  c o m e s  n e x t

Eve n  b e f o re  COV I D -19,  th e  p rof e s sio nal  s e r v ice s  in d u s tr y  w a s  e nte rin g  a  p e rio d  of 

c ha n ge  th e  l ike s  of  w hic h  it  ha d  n eve r  e x p e rie n ce d .  B u t  th e  p a ce  of  that  c ha n ge  is  n ow 

b ein g  a ccel e rate d ,  a s  f ir m s  re sp o n d  to  th e  c risis  a n d  reima gin e  th eir  f u ture  in  a  c ha n ge d 

wo rl d .  We’re  wo rkin g  si d e  by  si d e  w ith  th e m ,  u sin g  o ur  e x p e rie n ce ,  dat a ,  a n d  d e e p  s e c to r 

k n ow l e dge  to  h elp  th e m  c re ate  e f f e c ti ve  s trate gie s  f o r  e x tra o rdina r y  tim e s . 

R e a l - t i m e  f o r e c a s t i n g

Since mid-March , we’ve been supplementing our unique mo del of the global professional ser vices sec tor with 

data collec ted from hundreds of consulting f irms around the world.  O ur weekly up dates have become the 

industr y ’s satnav, providing up -to-date estimates of the likely impac t of the crisis by region , sec tor,  and ser vice, 

which change as the market changes , helping consulting f irms to adjust their strateg y accordingly.  But this 

publicly available data is for the market as a whole,  and ever y f irm faces a unique set of challenges . A s you plan 

for the nex t 12-18 months , we can provide forecast data that ’s tailored to your business .

I m m e d i a t e  m a r k e t  f e e d b a c k

One of the big gest challenges facing consulting f irms is uncer taint y: How has client behaviour changed as a 

result of the crisis? Whether we’re leveraging our own research c arried out over the previous few weeks , or 

under taking custom research around your ser vices and market s ,  we can provide you with quantitative and 

qualitative feedback ver y quickly,  enabling you to take quick and informed decisions .

C l i e n t - l e d  p r o p o s i t i o n s

Past crises have shown that the sp eed with which a consulting f irm adapt s it s ser vices will  determine it s resilience—

and that ’s truer than ever in the current environment , when client s’  exp ec tations around what ’s p ossible have 

radically shif ted. They ’re looking to consulting f irms to deliver bet ter,  faster solutions—and consulting f irms will 

need to resp ond by being more precise ab out where they can add tangible value and more comp elling in the way 

they ar ticulate this .  We’ve worked with many f irms over the last decade helping them test their ideas with client s .

A b o u t  u s
 – We’re nerds: We take a data-driven approach to helping f irms take investment decisions .  Since we 

star ted, we’ve invested millions in sophisticated, proprietar y research techniques that give us unique 

insight s into current and future trends .

 – We’re exp e r t s:  We’ve b e en fo c usin g exclusively o n th e p rofe ssio nal  s er vice s s e c to r fo r m o re tha n 

a d e c a d e ,  a n d we ke ep o ur k n ow le dge up to date by inter view in g h un dre ds of  s enio r pa r tn er s in 

p rofe ssio nal  s er vice s f irm s a ro un d th e wo rld ea ch yea r. 

 – We’re future-focused:  We under take the largest regular quantitative sur veys of the professional 

ser vices sec tor any where in the world,  and we’re constantly talking to professional ser vices f irms’ 

client s in order to understand how changes in their behaviour will  reshap e the industr y in the future.

 – We’re in d e p e n d e nt:  O ur a nalysis  a n d re co m m en datio n s a re d erive d f ro m o ur dat a a n d ex p erien ce . 

We d o n’t  re co m m en d f irm s to client s ,  a n d we w ill  n ever tell  yo u w hat yo u wa nt to h ea r jus t  b e c a us e 

yo u’ve paid us .

 – We’re obsessed with value: Our information and insights have underpinned some of the most strategic 

investment decisions made by professional ser vices firms. That’s because we know that, if we’re going to 

have an impac t, how we communicate is as impor tant as what we communicate.

 – We’re easy to work with: We’ll work with you as you want, whether that’s providing you with of f-the-shelf 

data or multi-country custom research. Because we want our work to add value, we charge for what you 

need. We don’t run a meter and we don’t have complicated licensing that limits who can read our material.
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C o n t e n t s

The global risk consulting market

E xplores the key trends and topic s that are  

front of mind for risk ser vices f irms in this  

market right now.

The risk services market in numbers  15

Risk & cybersecurity services summary

Provides an at-a-glance view of the main trends in 

the market along side key statistic s .

Executive summary 5

The global risk & cybersecurity services  

market in numbers  6

Explore the data 11

Introduction 12

A b o u t  t h i s  r e p o r t 

O ur rep or t draws on four main sources: 

 – O ur global data mo del with 9.7 million data p oint s

 – O ur inter views with senior risk ser vices professionals from a range of consulting f irms

 – O ur in-depth desk research on the market

 – A ser vice-sp ecif ic sur vey focusing on how dif ferent trends are af fec ting client s’  organisations and their 

use of consulting

A detailed view of our metho dolog y and more information ab out S ource c an be found below:

The Global Risk & Cyb ersecurit y S er vices Market in 2020 

4 © S o urce Info rmatio n S er v ice s Ltd 2 0 2 0

Insights from consultants 

The views of consulting leaders in the risk & 

c ybersecurit y ser vices market .

Interviews with consulting leaders 48

The client perspective: How the  

COVID crisis is changing the risk & 

cybersecurity services market in 2020

What client s tell  us ab out their plans for the year 
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help needed 29
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risk top clients’  agendas during the crisis 34

Focusing on cybersecurity 38
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E x p l o r e  t h e  d a t a
All of the market size data in this repor t is available to explore online 

through our global data model por tal .  You are able to interac t with 

the data in more detail  and create custom views of the market to suit 

your needs.

You can access the data via our repor t s page, as seen below:

Our global data model is the big gest and most sophisticated model 

of the professional ser vices industr y available.  It  provides data on 

market size,  grow th rates,  and forecast s across 29 industries,  12 

ser vice lines,  8 4 countries,  and five f irm t ypes. It ’s the plat form on 

which a growing number of professional ser vices f irms are basing 

their understanding of the market and their per formance within it .

E xp lore th e data
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The COVID -19 pandemic has changed our lives,  our communities,  the global economy, 

and the wider consulting market—including risk & c ybersecurit y ser vices—and it s impac t 

is likely to be felt for some considerable time to come. A gainst this backdrop, we wanted 

to develop a repor t that is as useful as possible in understanding the immediate impac t s 

of the crisis while helping f irms navigate a way for ward. 

A s the market recovers,  client s’  needs will  be dic tated by the needs that were already 

there, coloured by recent event s.  Therefore, understanding both the situation before 

the crisis and the things that are changing right now will  be essential for f irms to 

suppor t client s through the recover y. With this in mind, this repor t includes the 

following: 

 – Analysis of the risk & c ybersecurit y ser vices market in 2019, including key trends, and 

analysis of demand by ser vice, sec tor and geography, and a snapshot of the largest 

f irms in each market

 – A look at how client demand is changing and an assessment of the ser vices most likely 

to experience demand once the situation improves

 – Insight s from firms around demand in 2019 and how this is being reshaped in 2020, as 

well  as how they are organising themselves and approaching the market   

 – A link to our latest forecast s for 2020

Recognising how quickly the wider consulting market is changing in 2020 as it  is reshaped 

by the pressures of COVID -19, we will  also provide subscribers with regular,  monthly 

updates to the end of 2020. This will  include our latest thinking about the impac t s of 

the crisis ,  together with global forecast s split  by region and accompanied by high-level 

commentar y.   

We have drawn on key data sources in order to develop our analysis:   

 – We’ve built a bot tom-up model of the global risk & c ybersecurit y ser vices market 

from the information we get from consulting f irms and our own research, and 

we use this to size the industr y and it s grow th rates.  This is based on our global 

model,  which contains detailed data about almost 1 ,6 0 0 firms plus higher-level 

estimates about a fur ther 4 0 0,0 0 0 firms, all  with more than 50 consultant s apiece, 

in addition to comprehensive primar y research carried out by Source analyst s. 

 – We're ver y grateful for the input of a wide range of f irms, who are helping us assess 

the impac t of COVID -19 on the market by providing up-to-the-minute information 

that we are using on an ongoing basis to adjust our existing model of the industr y.  

For our latest global analysis of the ef fec t of the COVID -19  

pandemic on the consulting market,  please click here.

I n t r o d u c t i o n

COVID -19 m o del
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2019 was a good year for most f irms specialising in the (non-c ybersecurit y) risk 

consulting space, with revenue grow th of 9.3% , far exceeding that of 2018 , taking the 

market to a value of US$53 . 5bn .

Heightened global geopolitical tensions kept the need for robust risk management 

approaches front of mind for many organisations and contributed to driving demand. 

Rising interest in the need to manage risks relating to climate change and sustainabilit y 

was also a key theme in 2019. Client s sought help to comply with an increasing volume 

of ESG regulation, streng then repor ting mechanisms, and protec t themselves from the 

threat of reputational damage by ensuring that they were put ting all  the necessar y 

measures in place. These fac tors contributed to a move away from a siloed, func tional 

approach to risk management in favour of a more holistic stance—at least among client s 

at the more sophisticated end of the spec trum . This resulted in interest in enterprise 

risk management coming to the fore—an approach that lef t those more for ward-looking 

client s relatively well  prepared with more resilient operating models when it came to 

dealing with the impac t of the COVID -19 outbreak.

The deliver y of risk ser vice suppor t to client s also continued to change in 2019, with 

client s increasingly eager to explore managed ser vice solutions.  The combination of 

access to specialised and hard-to-find talent and best-in-breed technolog y of fered 

by such solutions encouraged client s to consider using managed ser vices to take on 

even those ac tivities and processes at the hear t of their risk management operations. 

Indeed, greater reliance on technolog y to deliver increased automation and incorporate 

data & analy tic s and AI approaches to suppor t detec tion and monitoring was another 

key theme. Both of these topic s required substantial investment by f irms that wanted 

to play in this space, in order to fend of f increasing competition for market share. 

2019 saw healthy grow th across all  ser vice lines.  There was a strong uptick in demand 

in the huge governance, risk,  and compliance ser vice line, which had a much bet ter 

year than in 2018 . More sophisticated options around automation and dashboarding 

helped client s see the benefit s of investing in a technolog y-driven approach to improve 

ef ficienc y around controls and deliver an enterprise-wide view of risk.  But grow th in 

demand here was eclipsed by the higher levels of grow th in regulation-focused work. 

This bucked the trend of slowing grow th in 2018 , reflec ting client s’  need to deal with a 

swathe of complex new regulations around data protec tion and ESG , alongside tackling 

sec tor-specific regulator y change in large market s such as f inancial ser vices. 

Risk transformation continued to per form well  as client s continued to invest in 

upgrading their risk management struc tures,  with an increased reliance on technolog y. 

The operational risk ser vice line grew almost as strongly following a comparatively 

lacklustre year in 2018 , as client s looked to increase business resilience in the face of 

increasing global instabilit y.  At the other end of the grow th spec trum, f inancial risk and 

internal audit work continued to bump along , with some client s slow to embrace the 

benefit s of technolog y in these areas,  and more willing to invest elsewhere in what they 

perceived to be higher-value, more impac t ful areas of risk. 

T h e  g l o b a l  r i s k  c o n s u l t i n g  m a r k e t 
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Unsurprisingly,  the most heavily regulated sec tors were among the fastest growing 

in 2019. The dominant f inancial ser vices market grew by more than 11% , with work 

suppor ting client s to use technolog y to transform complex and costly risk operations 

and improve and automate controls key in driving that grow th . Regulation also led to 

substantial volumes of work, following a couple of years of slower grow th: While the 

regulator y burden may have lessened somewhat for f inancial ser vices client s,  it  was 

still  ver y much there, and in major market s such as the US , a complex landscape of state 

regulations needed to be navigated, together with a heavier load of data protec tion and 

ESG requirement s.  Remediation work also continued to keep many firms busy.

Pharma was the fastest-growing sec tor for risk ser vices consultant s in 2019, with 

an uptick in demand of 17. 2% , and there was also a strong increase in demand from 

healthcare client s.  Both of these sec tors had to deal with an evolving set of regulator y 

requirement s and ensure supply chain resilience in an uncer tain world,  and these 

aspec t s contributed to a good pipeline of demand. Elsewhere, TMT remained an 

interesting sec tor,  with new levels of scrutiny of major technolog y players leading to a 

surge in work to streng then these companies’  risk management approaches. 

From a geographical viewpoint,  it  was good news for risk f irms that the huge Nor th 

America market turned in a strong per formance. In the US , trade tensions created 

demand for help with supply chain resilience and operational risk approaches, and a 

raf t of state regulations also saw client s turn to risk specialist s for help.  Europe was a 

less vibrant market,  though Brexit preparations meant that the UK saw faster grow th in 

risk ser vices demand than the majorit y of it s European neighbours. 

The Africa market was the fastest growing , though the regional nature of demand 

created logistical challenges for f irms looking to ser ve the market from a single base. 

The ripple ef fec t of the “state capture” corruption scandal in the dominant South Africa 

market helped to generate good levels of interest in risk suppor t . 

Big Four f irms—namely E Y, P wC , and Deloit te—continued to lead the risk ser vice 

pack. Their abilit y to of fer end-to-end deliver y, substantial investment in the latest 

technolog y, and an ex tensive managed ser vice of fering made for a compelling 

proposition, especially when combined with strong brand names and an unparalleled 

track record in delivering risk ser vices. 
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C o n t r i b u t o r s

Name Job title Organisation

Nick Allan CEO Control Risks

Nicholas Bahr Operational Risk,  Safet y,  and Resilience  DuPont Sustainable 

 Global Leader Solutions

Andrew Becket t Managing Direc tor,  Cyber and Investigations Kroll

Amy Brachio Global Head of Risk Advisor y E Y

Nigel Burbidge Par tner,  Risk and Advisor y Ser vices Global Chair BDO

Sandra Heut s Global Risk Advisor y Chief Operating O f ficer Deloit te

Andrew Hoyle Par tner & Head of Risk A ssurance Ser vices Mazars

Marlo Karp Global Risk Advisor y O f ferings Leader Deloit te

Anna Mazzone GM & MD Metric Stream

Mat thew Moore Managing Direc tor Protiviti

Dietmar Serbee Principal/Par tner P wC

Greg g Sommer Par tner Mercer

We are ex tremely grateful to all  the people we spoke to for making this repor t possible.  Below is a 

list of individuals who have contributed (excluding those risk ser vices professionals who wished to 

remain anonymous). 
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A b o u t  t h e  a u t h o r s

Fio na  C zerniaw ska

A Co-founder and Managing Direc tor of S ource, 

Fiona is one of the world's leading commentators 

on the management consulting industr y.  Since 

founding S ource in 20 07, she has been bringing 

this exper tise to bear on our client s’  most 

pressing strategic projec t s and business issues. 

Fiona has published a dozen books on consulting 

topic s,  including t wo for The Economist:  Business 

Consulting:  A Guide to How it  Works and How to 

Make it  Work  and Buying Professional Ser vices . 

She has more than 20 years’  experience as a 

management consultant ,  working primarily in 

the areas of marketing and strateg y. She was 

previously in charge of strategic planning for 

E Y in the UK and has worked in the consulting 

prac tice of P w C . Fiona also has a PhD in 17th-

centur y French ar t and lives in hope that it  will 

be of prac tical use in business someday.

Zo ë  Stum p f

Zoë is Head of Market Trends at S ource and is 

responsible for all  repor t s published as par t of 

the Market Trends Programme. A world-leading 

exper t on consulting trends, she is the driver 

behind S ource’s bespoke analysis of consulting’s 

big gest geographical and industr y market s. 

She is an ac tive member of the S ource research 

team and spends much of her time inter viewing 

consultant s and their client s all  over the world, 

collec ting their f irst-hand account s of what 

is happening in the consulting world.  She also 

brings ex tensive experience as an analyst and 

writer to her post . 

Prior to joining S ource, Zoë spent more than  

12 years working as a management consultant 

in a variet y of roles with KPMG and Atos 

Consulting. She has also worked as an 

independent marketing consultant .

Fiona Czerniawska

f ionac z@ sourceglobalresearch .com

Zoë Stumpf

zoe. s tumpf @ sourceglobalresearch .com
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